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Mr. Bush’s Broken Government continued . . .  


As we begin another new year, it seems incredible that 2010 has slipped into the history books, but history it is.  Ushering in another new year also means a new Colorado legislative session fast approaches.  Doris Beaver’s Eye on the Legislature replaces Seeing the Round Corners while the legislature is in session.    


Since August 23, 2010, Seeing the Round Corners has profiled an in-depth investigative project conducted by the Center for Public Integrity (CPI).  Titled Broken Government, the project chronicled the executive branch failures for 2000-2008, the two terms of former President George W. Bush.  

This week and the January 10 edition of Seeing the Round Corners will complete the coverage of Broken Government.  The trip down memory lane has been a disillusioning one, leaving this writer to wonder when, maybe that should be “if,” America will recover.  Certainly those who died from failures by their government whose responsibility it was to protect will not.  

Contaminated food, deadly imported products and products produced right here in America, veterans’ treatment delayed by backlogged disability claims, the chaotic response to and after Hurricane Katrina – combined, they have ended thousands of lives right here on American soil, all by a government rendered too broken to function by a near-clueless president and his policies.  

Poor Retention of Counterterrorism Staff:  Out of the devastation of September 11, 2001 (9/11) rose the largest reorganization of the federal government since the creation of the Department of Defense in 1947 by Harry Truman.  The magnitude of the consolidation has proved to be a source of widespread dissatisfaction among senior federal employees.  The General Accountability Office compiled statistics that showed a rate of departure from agencies responsible for fighting terrorism at “double the average rate for leaving such positions at all cabinet-level departments,” a rate of 14.5 percent in 2005 and 12.8 percent in 2006.  


The Federal Bureau of Investigation’s (FBI) transformation into an intelligence-gathering agency had been dramatically impacted by “the frequent rotations and turnover within its senior management ranks,” according to the Inspector General (IG) of the Department of Justice in 2007.   

A later study in 2008 by the Senate Intelligence Committee found “20 percent turnover in supervisory positions in the section at FBI headquarters that deals with al Qaeda-related cases.”  The report also noted, “High attrition rates in crucial spots weaken organizational memory and effectiveness; these civil servants are on the front line of homeland security and need to be running at full throttle.”  


As follow-up, the creation of the Department of Homeland Security (DHS) was created in the aftermath of September 11, 2001.  Yet, in September of 2008, FBI director Robert Mueller testified before Congress and said, “the FBI is expanding career paths for intelligence analysts and intelligence special agents so that we can grow a highly skilled cadre of intelligence professionals.”  

The DHS did not respond to the Center for Public Integrity’s request for comment on the high level of dissatisfaction, but the CPI learned that a DHS internal employee satisfaction survey in 2007 “showed improvement over the 2006 survey,” . . . “Ours is still a young department – the newest in the federal government . . .”  

An Epidemic of Missing Laptops:  A 2008 General Accountability Office report disclosed “about 70 percent of laptop computers and handheld devices across the major government agencies lack recommended encryption software which prevents not only thieves but unauthorized personnel from accessing sensitive information such as criminal targets or government informants.  


Laptop computers gone missing whether stolen or just plain lost grew to such a widespread problems, the Department of Justice (DOJ) documented the “stunningly lax security for laptop computers owned by federal law enforcement agencies in 2007-2008.”  The DOJ Inspector General’s statistics were deplorable:  

· Federal Bureau of Investigation – 160 laptops over 44 months;
· Drug Enforcement Administration – 231 laptops over 66 months;  

· Bureau of Alcohol, Tobacco, Firearms and Explosives – 418 laptops over 59 months;

The DOJ report found that all too frequently “examples of missing or stolen computers that went completely or partly undocumented, making it difficult to determine if the laptops held secure information.”  


As follow-up, in June of 2008, the Government Accountability Office reported “Federal information may remain at increased risk of unauthorized disclosure, loss and modification.”  

National Security Agency Mismanages Info Technology:  In 1998, the National Security Agency (NSA) intercepted and failed to pass on al Qaeda-related information until 2002 “due both to the agency’s missteps and its ‘deficiencies’ in keeping up with modern communications.”  


After 9/11, the NSA attempted to secretly develop “initiatives” to remedy such problems.   Trailblazer, a $1.2 billion effort, was ultimately branded “the biggest boondoggle going on in the intelligence community,” by NSA expert Matthew Aid.  


A second initiative, Turbulence, a $500 million program meant to identify threats in cyberspace suffers from “delays, cost-overruns and technical problems.”  


Yet another program, Groundbreaker, has doubled in cost to $4 billion in efforts to upgrade the NSA’s massive computing complex, but has attained minimal success as the agency’s computers still “frequently crash, have trouble talking to each other, and are prone to losing or failing to track key intelligence.”  


The NSA’s role as the nation’s prime keeper and breaker of codes is carried out through a $300 million software program known as Cryptologic Mission Management which has its own problems.  

As follow-up, a Freedom of Information request by The Baltimore Sun revealed the Turbulence program had undergone a major overhaul and the NSA technology programs had been consolidated under a senior official.  


Additionally, Congress was assured in 2006 by the NSA information assurance director that “we’ve compiled and published security checklists that harden computers against a variety of threats; we’ve shaped and promoted standards that enable information about computer vulnerabilities to be more easily cataloged and exchanged and, ultimately, the vulnerabilities themselves to be automatically patched; and we’ve begun studying how to extend our joint vulnerability management efforts to directly support compliance programs such as those associated with the Federal Information Security Management Act.”  


The reader’s comments or questions are always welcome.  E-mail me at doris@dorisbeaver.com.
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